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2022 WordPress Vulnerability

ANNUAL REPORT

1,779
VULNERABILITIES DISCLOSED

PLUGINS:
1,659 (93.25%)

THEMES:
97 (5.45%)

WORDPRESS CORE:
23 (1.29%)

PLUGINS & THEMES
THAT HAD AT LEAST 1 VULNERABILITY

AT ANY GIVEN WEEK

PLUGINS:
1,361 (94%)

THEMES:
64 (4%)

HIGH:
446 (25%)

LOW:
365 (21%)

MEDIUM:
894 (50%)

CRITICAL:
74 (4%)

VULNERABILITY
THREAT LEVELS

PLUGIN STATUS
AFTER VULNERABILITY

DISCLOSURE

PLUGIN CLOSED:
92 (5%)

PATCHED:
1,231 (69%)

NO KNOWN FIX:
456 (26%)

VULNERABILITY
TYPES

Cross-Site Scripting:
890 (50%)

Cross-Site 
Forgery Request:

261 (15%)

Sensitive Information
Disclosure

16 (1%)

SQL Injection:
142 (8%)

Var Disclosure:
26 (1%)

RCE Vulnerabilities:
23 (1%)

PHP Vulnerabilities:
31 (2%)

Bypasses:
28 (2%)

REST API:
5 (0%)

SSRF:
13 (1%)

All Others:
344 (19%)

VULNERABILITIES BY MONTH (2022)
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VULNERABILITIES BY THREAT LEVEL
BY MONTH (2022)

https://ithemes.com/wordpress-vulnerability-report/
https://wpscan.com/wordpress-security-scanner

